
 

JMUNESCO’20 

GENERAL 

COMMITTEE 1: 

GENERAL 

QUESTION & 

PROGRAM SUPPORT 



ISSUE: The right to privacy and confidentiality in the digital age 

STUDENT OFFICERS:  Ece Karadağlı, Duru Bektaş 

 

 

 

 

 

 

                                          

     

Introduction:   

 

As technology is developing at a fast rate, the number of people who are eligible to 

digital devices such as laptops, computers, smartphones and any WIFI-enabled devices have 

increased massively becoming a notable part of everyday life. With most people having these 

devices a social platform has been created and a new era, the digital era has begun. In digital era 

these devices has enabled enterprises, members of society and Government to surveillance and 

collect data. One of the recent example was Facebook collecting private information of people 

and selling it to other companies. Governments has tried to threaten the telecommunication 

services if the companies don’t give direct eligibility to information on customers and 

employees. In 2013 Edward Snowden, has managed to get into the NSA (National Security 

Agency) and leaked out information into the Internet. This was an example for many other 

citizens to see how the government has taken unsanctioned information from them.  

 

Definition of key terms: 

 

Digital devices: Equipment that contains a computer or a microcontroller, consists of software 

and hardware. Devices such as computers, mobile phones, tablets, storage devices (flash drives), 

input and output devices, smartwatches, etc.  

 

Social platforms: A web-based tech that enables developing social media websites and services. 

These services provide facilities such as social networking, blogging, photo and video sharing to 

their users. The information that is shared is personal information that could be used in chosen 

ways related to our issue.  

 

Internet: The major system that is created by series of connected computers worldwide that allow 

people to share and store information and communicate.  

 

Privacy: Legally, privacy could be defined as this: “the right to make certain fundamental 

decisions concerning deeply personal matters free from government coercion, intimidation, or 



regulation.” It is a state in which an individual is not disturbed by others. Invasion of privacy is 

when individuals are not able to obtain their right of privacy due to certain reasons. 

 

Confidentiality: Private information being kept away from disturbance, staying as secret. It is the 

state of privacy. Some governmental information could be defined as confidential information. 

  

Internet censorship: Internet censorship is the control or suppression of what can be accessed, 

published, or viewed on the Internet enacted by regulators, or on their own initiative. This is one 

of the newest usage of censoring.  

 

National Security Agency: National security is a corporate term covering both national defense 

and foreign relations of the U.S. It is basically the protection of a nation. Specially, NSA is 

responsible for global monitoring, collection, and processing of information and data for foreign 

and domestic intelligence and counterintelligence purposes. 

 

 

Background information:  

 

 Technology has been developing for years two decades ago people wouldn’t have 

believed that there will be Iphones or Macbooks. As seen in Fig. 1.1 there are currently 4.388 

billion people who uses internet, which means that most of our personal lives are on the internet. 

Everything that we do on the internet stays on there, nothing gets deleted. It is just under a sheet 

that can be removed if chosen so. If it is once on the internet, it is always on the internet from 

that moment on. That makes it easier for governments, hackers or other citizens to snoop into 

there and gather information on what we are up to.  

 

 

 
Fig. 1.1 Digital Around The World in 2019  

 

 



With technology progressing freedom of expression has been widely increased at first. 

While at first the government was supporting freedom of expression, unfortunately after 

sometime the Internet was also used to expose some of the things that was converted by the 

governments. This triggered many governments to make Internet Censorship; forecasting of riots 

also triggered this. A recent example of that is the old Prime Minister of the United Kingdom 

David Cameron threatening citizens to shut down Twitter due to riots (it remains only on words, 

no action was taken). In Turkey Twitter was banned on 21st of March 2014 for a little while. 

Now in 2020 Twitter is banned in China, (DPRK) Democratic People's Republic of Korea and 

Iran. As seen in Fig 1.2 those countries are not the only examples of blockage there are several 

more countries. Twitter was banned in China due to the exchange of certain information 

resulting riots in Xinjiang. A year after Twitter was blocked in China, Google was banned too. 

The main reason for this is that Chinese government does not want any site except there owns to 

look into the research of their citizens perhaps over control (or one may name as over protection) 

over their citizens. Many sites and research forums in China was shut down by Public Pledge on 

Self-Discipline for the Chinese Internet Industry, which was established by the Chinese 

government.  

 

 

                          
    Fig. 1.2 Countries that block Twitter, Facebook and/or Youtube 

 

 

Article 12 in the Universal 

Declaration of Human Rights “No one shall 

be subjected to arbitrary interference with his 

privacy, family, home or correspondence, 

nor to attacks upon his honour and 

reputation. Everyone has the right to the 

protection of the law against such 

interference or attacks.” Keeping this in mind 



every citizens search, messages, e-mails and ect. is personal and shouldn’t be violated by 

governments or any other citizen. However the United States of America formed National 

Security Agency (NSA) whichs original purpose was in the World War II as a branch of decipher 

coded communication. However as seen on June 2013 Edward Snowden leaked confidential 

information on two programs that was a part of NSA; one of them was the US surveillance 

program PRISM and a second one that collects the contact lists, phone numbers and ect. on the 

phones. As said by Harry S. Truman it was for the non-American citizens but as seen later it also 

gathered information on American citizens. Of course it is still an argument if the American 

government has made the program for the American citizens too and this was a covert.  

 

 

Involved countries and organizations: 

 

United States of America: America’s laws and procedures on privacy have been extended 

throughout the years, especially on the branch of  “informational privacy”. As great examples: 

Alaska, Arizona, California, Florida, Hawaii, Illinois, Louisiana, Montana, South Carolina, and 

Washington all have privacy provisions in their judiciary systems that can arguably be applied to 

informational privacy. Even though these changes have been made, US’s data privacy protocols 

are not as highly legislated on a federal level as most of the other Member States. 

 

Europian Union: The General Data Protection Regulation (GDPR) was agreed on by EU in 2018 

and is to date as the most powerful privacy protection law in the world. It has certainly shaped 

other laws around the world to improve and the creation of whole new procedures and laws. The 

GDPR protects people in the EU from unlawful data collection or processing and works to 

increase consent requirements, provide intensified user rights and require a Privacy Policy that's 

written in an easy-to-understand way.  

 

 

 

Timeline of events: 

 

10th of December 1948     United Nations Declaration of Human Rights 

 

4th of November 1950       European Convention on Human Rights 

  

4th of November 1952       National Security Agency (NSA) was found 

 

16th of December 1966     The International Covenant on Civil and Political Rights (ICCPR) was  

          Adopted 

 

16th of March 2002           Public Pledge on Self-Discipline for the Chinese Internet Industry was  

https://www.privacypolicies.com/blog/gdpr/


       Established 

 

2007                                   US surveillance program, PRISM was launched  

 

March 2009                       Twitter was blocked in China  

 

30th of March 2010           Google (in all forms) was banned in China  

 

2011                                   UK Prime Minister David Cameron threaten to shut down Twitter due 

                     to riots    

 

25th of January 2012         European Union's data protection rules was reformed  

 

June 2013                          Edward Snowden leaked secret information from NSA to media 

 

December 2013                 United Nations General Assembly adopted resolution 68/167 which is  

          Mainly about the backlash of surveillance in human rights 

 

21st of March 2014           Turkey temporarily blocked Twitter  

 

September 2014                 OHCHR gave their report on the right to privacy in the digital age to  

                     Human Rights Council 

 

27th of February 2017       United Nations Human Rights Council passed a draft resolution on the 

          the right to privacy in the digital age 

 

 

Previous attempts to solve this issue: 

 

One of the most recent important actions taken on this issue was a workshop on the right to 

privacy in the digital age. It was on 19 - 20 February 2018, at the Office of the High 

Commissioner for Human Rights in Geneva, Switzerland. The workshop was concentrated on 

the Human Rights Council (HRC)’s Resolution, which was also a major step on ending the 

urgent need to strengthen procedures on privacy.  

This event had ‘the purpose of identifying and clarifying principles, standards and best practices 

regarding the promotion and protection of the right to privacy in the digital age, including the 

responsibility of business enterprises in this regard’ 

 

We have also seen in recent times, that there were huge changes in privacy actions and laws new 

effort on the part of regulatory agencies, new international authorities, and more sensitive 

judicial decisions on privacy took place in multiple Member States. 



 

The Data Privacy Summit was in Washington, D.C. It’s main purpose was to examine the form 

and general image of  the legal framework of privacy in the digital age in the United States and 

come up with new ideas towards it.  

“This event brought together privacy experts across different fields for an interactive dialogue to 

map the current data privacy debate, identify where consensus exists, and narrow existing 

questions where more clarity is needed, all toward the ultimate goal of achieving a 

comprehensive, rights-respecting data protection framework in the United States.” 

It didn’t only help analyzing US’s perspective. It also examined the “European Approach” on 

data safety and privacy.  

 

Possible solutions: 

 

Many state governments have attempted to profit through the sale of publicly held personal 

information, such as driving records. Since the right of “transparency” is used by these states as 

a protection, we are not able to reach a realistic 

outcome. We cannot take action. For the evasion 

rates to get lower, the UN needs to find and 

determine the loop holes in judicial systems and 

fix them in a specific way. To minimize this 

problem, punishments need to be created/ 

changed in a way that they are strict enough. 

Unlike previous technological changes, the 

scope and magnitude of the digital revolution is 

such that privacy law cannot respond quickly 

enough to keep privacy protections relevant and 

robust. All member states would need to invest 

in this sector and give enough attention. 

Encouraging all states to do so would be 

appropriate.  

 

 

Useful links: 

 

CIA- helpful for researching your country and its 

policies and others’ 

https://www.cia.gov/library/publications/resources/the-world-factbook/index.html 

 

Common Knowledge on the Issue 

https://www.ohchr.org/en/issues/digitalage/pages/digitalageindex.aspx 

 

Find Resolution that has been in General Assembly before  

https://www.cia.gov/library/publications/resources/the-world-factbook/index.html
https://www.ohchr.org/en/issues/digitalage/pages/digitalageindex.aspx


● https://www.un.org/en/ga/69/resolutions.shtml 

● https://www.business-humanrights.org/en/un-general-assembly-resolution-on-

right-to-privacy-in-the-digital-age 

● http://merlin.obs.coe.int/iris/2017/5/article2.en.html 

 

Universal Declaration of Human Rights  

https://www.un.org/en/udhrbook/pdf/udhr_booklet_en_web.pdf 

 

Find your country’s privacy law: 

https://www.privacypolicies.com/blog/privacy-law-by-country/#Brazil 

 

 

Bibliography: 

 

1. https://blog.hidemyass.com/en/countries-block-twitter-no-longer-ban-twitter 

2. https://www.ohchr.org/en/issues/digitalage/pages/digitalageindex.aspx 

3. https://www.hackread.com/why-google-facebook-banned-in-china/ 

4. https://www.un.org/en/udhrbook/pdf/udhr_booklet_en_web.pdf 

5. https://www.nsa.gov/Portals/70/documents/news-features/declassified-

documents/cryptologic-spectrum/early_history_nsa.pdf 

6. https://www.britannica.com/topic/National-Security-Agency 

7. http://merlin.obs.coe.int/iris/2017/5/article2.en.html 

8. https://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/68/167 

9. https://www.sciencedaily.com/terms/national_security_agency.htm 

10. https://www.actvism.org/en/tag/nsa/page/2/ 

11. https://www.freebrowsinglink.com/countries-banned-social-media/ 

12. https://www.smartinsights.com/social-media-marketing/social-media-strategy/social-

media-marketing-trends-2020/ 

13. https://www.yourdictionary.com/digital-device 

14. https://www.techopedia.com/definition/23759/social-platform 

15. https://dictionary.cambridge.org/dictionary/english/confidentiality 

16. https://dig.watch/resources/expert-workshop-right-privacy-digital-age 

17. https://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=1407&context=btlj 

18. https://www.privacypolicies.com/blog/privacy-law-by-country/#Brazil 

19. https://www.accessnow.org/data-privacy-summit/ 

 

 

 

 

 

 

https://www.un.org/en/ga/69/resolutions.shtml
https://www.business-humanrights.org/en/un-general-assembly-resolution-on-right-to-privacy-in-the-digital-age
https://www.business-humanrights.org/en/un-general-assembly-resolution-on-right-to-privacy-in-the-digital-age
http://merlin.obs.coe.int/iris/2017/5/article2.en.html
https://www.un.org/en/udhrbook/pdf/udhr_booklet_en_web.pdf
https://www.privacypolicies.com/blog/privacy-law-by-country/#Brazil
https://blog.hidemyass.com/en/countries-block-twitter-no-longer-ban-twitter
https://www.ohchr.org/en/issues/digitalage/pages/digitalageindex.aspx
https://www.hackread.com/why-google-facebook-banned-in-china/
https://www.un.org/en/udhrbook/pdf/udhr_booklet_en_web.pdf
https://www.nsa.gov/Portals/70/documents/news-features/declassified-documents/cryptologic-spectrum/early_history_nsa.pdf
https://www.nsa.gov/Portals/70/documents/news-features/declassified-documents/cryptologic-spectrum/early_history_nsa.pdf
https://www.britannica.com/topic/National-Security-Agency
http://merlin.obs.coe.int/iris/2017/5/article2.en.html
https://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/68/167
https://www.sciencedaily.com/terms/national_security_agency.htm
https://www.actvism.org/en/tag/nsa/page/2/
https://www.freebrowsinglink.com/countries-banned-social-media/
https://www.smartinsights.com/social-media-marketing/social-media-strategy/social-media-marketing-trends-2020/
https://www.smartinsights.com/social-media-marketing/social-media-strategy/social-media-marketing-trends-2020/
https://www.yourdictionary.com/digital-device
https://www.techopedia.com/definition/23759/social-platform
https://dictionary.cambridge.org/dictionary/english/confidentiality
https://dig.watch/resources/expert-workshop-right-privacy-digital-age
https://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=1407&context=btlj
https://www.privacypolicies.com/blog/privacy-law-by-country/#Brazil
https://www.accessnow.org/data-privacy-summit/


 

 

 

 

 

 

 

 

 

 

 


